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Abstract—Spoofing detection is a challenging task in biometric
systems, when differentiating illegitimate users from genuine
ones. Although iris scans are far more inclusive than fingerprints,
and also more precise for person authentication, iris recognition
systems are vulnerable to spoofing via textured cosmetic contact
lenses. Iris spoofing detection is also referred to as liveness
detection (binary classification of fake and real images). In this
work, we focus on a three-class detection problem: images with
textured (colored) contact lenses, soft contact lenses, and no
lenses. Our approach uses a convolutional network to build a deep
image representation and an additional fully-connected single
layer with softmax regression for classification. Experiments are
conducted in comparison with a state-of-the-art approach (SOTA)
on two public iris image databases for contact lens detection: 2013
Notre Dame and IIIT-Delhi. Our approach can achieve a 30%
performance gain over SOTA on the former database (from 80%
to 86%) and comparable results on the latter. Since IIIT-Delhi
does not provide segmented iris images and, differently from
SOTA, our approach does not segment the iris yet, we conclude
that these are very promising results.

Keywords-Iris Biometrics; Contact Lens
Learning; Convolutional Networks.

Detection; Deep

I. INTRODUCTION

Biometric-based person identification systems have been
developed rapidly in the last two decades. Moreover, biometric
systems based on iris recognition have been deployed in
several applications, such as border-crossing control systems,
controlled environments, access to personal computers and
smart phones. Iris is considered as the most promising, reliable
and accurate biometric trait, providing rich texture that allows
high discrimination among subjects. Furthermore, iris is stable
along ageing of individuals [1].

The first functional iris recognition method was introduced
by Daugman in 1993 [1], whereas the first patent proposing
iris texture as biometric modality appeared in 1987 [2].
Thenceforward, several iris recognition approaches have been
proposed in the literature [3]-[5].

Due to the increasing use of iris as a source of biometric
information in the last decade, the possibility of attacks
to these systems has become more common [6]-[8]. These
attacks are usually referred in the literature to as iris spoofing
and several works for dealing with this problem have been
proposed [9]-[11]. Nonetheless, the definition of iris spoofing
detection may be confusing, where liveness and counterfeit
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detection terms are used with different meanings and, in some
cases, interchangeably [12]. Several works in the literature
have addressed the problem of classifying an iris image as
real/live or as fake, in which a fake image is not a live one
(e.g., a printed image [6], [10], [13]). In addition, counterfeit
detection approaches have also been proposed in the past
years [14]-[19], in which counterfeit iris with printed color
contact lenses are considered fake images and iris images with
soft/clear or no lenses are considered real images.

Given that cosmetic contact lenses are becoming more
popular, the sort of attacks with textured contact lenses that
an iris biometric system may suffer varies in a wide range.
For instance, a person who has banned from a country or
geographical region and has been included in a watch list may
want to rejoin that region by using contact lenses to obfuscate
his/her textured irises avoiding to be identified. Similarly,
an individual may want to personify someone else by using
textured contact lens iris of an enrolled person [9]. Moreover,
transparent or prescript contact lenses used when acquiring iris
images have indeed shown to decrease the false acceptance
rate [15], [19] in iris recognition systems, demonstrating that
it is important to identify when soft/clear lenses are present.
Furthermore, the accuracy of textured contact lens detection
methods may be affected by contact lens patterns and also
sensor manufacturer as shown in [18].

In this context, we introduce the use of deep learning
techniques [20]. In the last few years, deep learning has
allowed promising and outstanding results for several and
important visual analysis tasks, such as face recognition [21]-
[24], pedestrian detection [25], character recognition [26],
[27], traffic sign classification [28], general object recognition
in large categorized databases [29], among others. Besides the
success in these areas, the use of deep representations for
spoofing detection on iris, face, and fingerprint images has
also been recently proposed [10], in which a simpler two-
class problem of detecting fake/spoof and real/live images is
addressed.

The present paper addresses a more complex three-class
image detection problem, where iris images may appear with
textured (colored) contact lenses, soft contact lenses, and no
lenses. We propose a convolutional network to build deep
image representations, followed by a fully-connected single



layer with softmax regression for image classification. Our
approach is based on the work of Krizhevsky et al. [29], in
which the weights of all layers are learned by backpropagation.

In [30], the authors present two image databases to evaluate
methods on the three-class detection problem: the 2013 Notre
Dame Contact Lens Detection database (NDCL) and the IIIT-
Delhi Contact Lens Iris database (IIIT-D). Each database
contains images from two different sensors: LG4000 and
ADI100 in the NDCL database, where images come with
iris location, and Cogent and Vista in the IIIT-D database,
where iris location is not available (i.e., more challenging).
We compare our approach with the state-of-the-art algorithm
(SOTA), also proposed in [30], by taking into account images
from each sensor and from different sensors.

The paper is organized as follows. In Section II, we present
a brief review of relevant works directly related to contact
lens spoofing detection. In Section III, the databases used in
our experiments are described. The methodology proposed
to cope with spoofing detection is detailed in Section IV.
Experimental results are described and discussed in Section V.
Finally, conclusions and directions for future work are outlined
in Section VI.

II. RELATED WORK

In this section, we review some relevant works directly
related to the three-class iris image problem addressed in this
paper, that is, those that propose to classify iris images in
(color) textured contact lenses, soft (prescript or clear) contact
lenses and non lenses.

The first step of a recognition system is to capture the iris
images. Due to the difficulty in identifying the iris textures in
the color images, sensors have to operate under near infrared
(NIR) illumination. However, cosmetic contact lenses can
change the pattern of the iris and its presence could be very
difficult to detect on images taken under NIR illumination.
Such undesirable feature is used against iris recognition sys-
tems, which makes spoofing attacks with textured lenses easier
and also increases false negative matching even for prescript
lenses [15], [17], [31].

Lee et al. [32] propose a new method for detecting fake
iris based on the Purkinje image. To acquire the data, a
conventional USB camera is used with modified CCD sensor
and special illumination. To accomplish the experiments, the
dataset is built with 300 live irises and 15 fake ones. The
authors report a false accept rate (FAR) of 0.33% and false
reject rate (FRR) of 0.33% on the dataset, however, a more
robust evaluation, on a larger and diverse dataset, should be
considered to properly validate the method.

Wei et al. [14] present three methods for detecting textured
lenses: measurement of iris edge sharpness, application of iris-
texton for characterizing the visual primitives of iris textures,
and use of selected features based on co-occurrence matrix. To
perform experiments, two datasets are built using CASIA [33]
and BATH [34] datasets for live irises, whereas fake irises are
collected by the authors. The reported correct classification

rate (CCR) is up to 100% for experiments using co-occurrence
matrix features.

In [35], a method based on Local Binary Pattern (LBP)
encoding and Adaboost learning together with Gaussian kernel
density estimation achieves FAR of 0.67% and FRR of 2.64%
on discriminating fake iris texture from live iris. The method is
evaluated on CASIA-Iris-V3 [36] and ICE v1.0 [37] with the
addition of 600 custom fake iris images. Among the used 600
fake images, there are 20 different types of textured contact
lenses.

In [16], it is proposed a contact lens detection algorithm
based on Scale-Invariant Feature Transform (SIFT), weighted
LBP and Support Vector Machines (SVM). According to
the authors, the combination of SIFT and LBP improves
its variance of scale illumination and local affine distortion.
The authors claim that their method achieves state-of-the-art
performance in contact lens detection. They build a custom
dataset of 5000 fake iris images with 70 different types of
textured lens.

After Daugman [38] presented a method for allowing easy
detection of contact lens patterns, many other authors have
reported accuracy rates over 98% [14], [16], [35]. How-
ever, since the contact lens technology is under constant
development, robust detection has become more difficult [9].
Combined to this fact, some studies found in the literature
are favored by their methodology due to the use of datasets
containing contact lenses from a single manufacturer among
both training and test data [9], [14]. According to [18], in
more realistic scenarios, methods whose accuracy are close to
100% could decrease to below 60%.

To avoid this situation, two datasets are built in [18]
with textured contact lenses from three major manufacturers.
Multiple colors are selected for each manufacturer and some
lenses are also designed to correct astigmatism. Authors claim
that textured lens detection can drop dramatically when tested
on a manufacturer of lenses not seen in the training data
and when the iris sensor is different between training and
test data. An extension of this work is presented in [30],
where the datasets are well described and made available upon
request. Additionally, state-of-the-art results are reported by a
modified LBP feature extraction method and compared with 17
different classifiers. The databases are tested with techniques
available in the literature, such as textural features based on
co-occurrence matrix, weighted LBP approach, as well as
other techniques based on LBP and SVM. Finally, the authors
suggest that the development of a fully general approach to
textured lens detection is a problem that still requires attention.

In a recent work [19], a new contact lens detection method
based on binarized statistical image features reports accuracies
near to optimality for the NDCL database. However, in that
work, the authors deal with a two-problem classification, that
is, soft/clear lens iris images are considered the same class as
non lens iris images.



Fig. 1.

Samples of images in the 2013 Notre Dame Contact Lens
Detection (NDCL) database. In the first and second columns, we show
images acquired with AD100 and LG4000 sensors, respectively. The first,
second and third rows present samples with textured/cosmetic contact lenses,
soft/clear/prescript contact lenses, and no contact lenses, respectively.

III. DATABASES

In this section, we describe the databases used in our
experiments. Both are publicly available upon request and
were specifically developed for evaluation of contact lens
iris detection in a three-class way [30]. We summarize the
main characteristics of each database in Table I and present
additional details in the following subsections. Note that all
images of these databases are grayscale with 640 x 480 pixels.

A. Notre Dame Contact Lens Database

The 2013 Notre Dame Contact Lens Detection (NDCLD’13
or simply NDCL) database consists of 5100 images [39]. All
640 x 480 pixel images of this database were acquired under
near-IR illumination using two types of cameras, LG4000
and IrisGuard ADI100. This database is divided into two
subsets: LG4000 with 3000 images for training and 1200 for
verification; ADI00 with 600 images for training and 300
for verification. These subsets are indeed used as primary
databases for intra-camera evaluation.

The entire database, i.e., the fusion of images acquired by
the LG4000 & AD100 cameras, is proposed as a multi-camera
training set of 3600 images and a verification (testing) set
of 1500 images. The images are equally divided into three
classes: (1) wearing cosmetic contact lenses, (2) wearing clear
soft contact lenses, and (3) wearing no contact lenses. Fig. 1
illustrates some samples of the NDCL and its cameras and
classes.

Fig. 2. Samples of images in the IIIT-Delhi Contact Lens Iris (IIIT). In the
first and second columns, we show images acquired with Cogent and Vista
sensors, respectively. The first, second and third rows present samples with
textured/cosmetic contact lenses, soft/clear/prescript contact lenses, and no
contact lenses, respectively.

All images in the database are annotated with the following
information: an ID to the subject it belongs, eye (left and
right), the subject’s gender, race, the type of contact lenses
used, and the coordinates of pupil and iris. These coordinates
allow us to perform experiments considering perfect iris seg-
mentation. More specific details for this database can be found
in [39, Section II.B]

B. IIIT-D Contact Lens Iris Database

The Indraprastha Institute of Information Technology (IIIT)-
Delhi Contact Lens Iris (IIIT-D CLI or simply IIIT) database
contains 6583 iris images of 101 subjects. For each individual:
(1) both left and right eyes were captured generating 202 iris
classes (different iris); (2) images were captured without lens
and with soft and textured lens - the three classes considered
here; (3) the textured lenses were captured by using variations
in iris sensors and lenses (colors and manufacturers). Images
in this database are illustrated in Fig. 2.

The used iris sensors are Cogent dual and VistaFAZ2E single.
Although this database offers a large variation of textured
contact lenses, the iris location information is not provided.!
More specific details for this database can be found in [39,
Section II.A].

'We only conducted experiments on this database using the entire eye
image. The perfect iris segmentation or annotation is planned as future work.



TABLE I
MAIN FEATURES OF THE DATASETS CONSIDERED HEREIN AND INTRODUCED IN [30].

Database  Sensor # Training # Testing/Verification # Full
i i Text. Soft No Total Text. Soft No Total Text. Soft No Total
NDCL IrisGuarq AD 100 200 200 200 600 100 100 100 300 300 300 300 900
LG4000 iris camera 1000 1000 1000 3000 400 400 400 1200 1400 1400 1400 4200
Multi-camera 1200 1200 1200 3600 500 500 500 1500 1700 1700 1700 5100
HIT Cogent Scanner 589 569 563 1721 613 574 600 1787 1202 1143 1163 3508
Vista Scanner 535 500 500 1535 530 510 500 1540 1065 1010 1000 3075
Multi-scanner 1124 1069 1063 3256 1143 1084 1100 3327 2267 2153 2163 6583

IV. DEEP REPRESENTATIONS

In this section, we present the proposed method for iris
contact lens detection based on deep image representations.
Initially, we briefly describe the structure of the deep learning
techniques used to build deep representations for the problem,
which involves a combination of convolutional network [40],
for deep image representations, and a fully-connected [41]
three-layered network for classification. Then, we detail the
methodology to choose the network topology and learn its
parameters, by using the domain-knowledge from the liter-
ature. The activation operations used here are the rectified
linear units (ReLU) [29], which have demonstrated to be
essential to learn deep representations. Based on gain control
mechanisms found in cortical neurons [42], the normalization
operation promotes competition among filter outputs such
that high and isolated responses are further emphasized [10].
Spatial pooling is a foundational operation in convolutional
networks [40] that aims at bringing translational invariance to
the features by aggregating activations from the same filter
in a given region. The order of these last two operations,
i.e., normalization and pooling, in a convolutional layer is an
open problem and is application dependent. As we expect to
achieve higher discrimination power with deep representations,
the convolutional network stacks several layers for final image
representation. All these operations and layers demand the
determination of several parameters. Instead of performing
random search on the hyperparameter space [24], [43] or even
applying some specific search algorithm [44], we preferred
to empirically analyze a set of parameters at a time to build
the final network structure (topology), and to learn the filter
weights by backpropagation. The idea of learning the network
architecture by using random weights [10], [24], [43], [44]
certainly deserves more attention and we will leave this
approach for a future work. The idea here is to first evaluate
how far one can go with the domain-knowledge from previous
works for object classification [29], in CIFAR-10 database?
and spoofing [10], to establish a preliminary topology network
and explore its parameters according to the perception of
the problem. These steps are explained in Section IV-A and
employed in Section V.

The final layer of the convolutional network outputs a
deep image representation. For classification, we use a fully-
connected three-layered network [41]. We discard the use

Zhttp://www.cs.toronto.edu/~kriz/cifar.html

of unshared local layers, since the literature [10] has shown
that they are inappropriate to problems in which the object
structure is irrelevant. The last network contains only three
neurons (one for each class) and classification is performed
by softmax regression. Then, the weights of each layer in
both networks are learned by the well-known backpropagation
algorithm.

The framework described above appears in CUDA-convnet
library implemented in C++ / CUDA by Krizhevky 3. It is
important to highlight that such networks are a longstanding
approach, but it has recently enabled significant advances in
computer vision and pattern recognition fields, due to the
availability of more data and processing power, as well as
a better understanding of the learning process [21], [29], [44].

A. Methodology

The development of a network architecture for the three-
class detection problem, involving textured, soft, and no
contact lens images, starts from the Spoofnet — a network
specially developed to address the two-class detection problem
of fake and live images [10]. From this network, we determine
the range of the parameter values to evaluate and understand
their influence on the performance of the contact lens detection
method. These parameters are related to four groups: (i) the
training methodology; (ii) the network architecture; (iii) the
input image size; (iv) the database annotation. These groups
are described in more details next.

Training methodology: We follow the training methodol-
ogy established in [29] and described in *. An initial learning
rate (LR) must be chosen. It is set to 10™2 in [29] and to
10~% in [10]. We analyze both values.

Given an initial number of epochs, we develop the following
steps in order to train a network: (1) train 100% of epochs in
three out of four batches of the training data, using the fourth
one as a validation set; (2) train more 40% of epochs in all
four batches with the same learning rate; (3) train more 10% of
epochs in all training batches by decreasing the LR by a factor
of 10; (4) finally, train more 10% of epochs in all training
batches by decreasing the LR again by a factor of 10. In [29],
this initial number is set to 100, whereas in [10], it is set to 200.
The authors in [10] argue that this parameter is both data and
problem dependent. Then, here, besides evaluating 100 and

3https:/code.google.com/p/cuda-convnet/
“https://code.google.com/p/cuda-convnet/wiki/Methodology



200 for the initial number of epochs, we propose to evaluate
higher numbers while overfitting is not achieved. After those
steps, we compute the accuracy of the trained network using
the verification data.

Network architecture: Once the training methodology
parameters are defined, we focus on the network topology
definition. In the specification of the network architecture,
one can use several layer and operation details 3, although
here we evaluate: the number of convolutional layers of the
networks: {1,2, 3}, that is, networks with one, two, or three
convolutional layers — the number of fully-connected layers
is fixed in only one layer per class in order to reduce the
number of possibilities to be evaluated; the wuse or not of
normalization operation on top of each layer is also evaluated;
the number of filters in each layer is also evaluated — com-
bination of {16, 32,64} filters are evaluated for one, two and
three layers. The window sizes of the convolutional, pooling
and normalization operations are kept identical to the ones of
Spoofnet.

Input image dimension: After finding the best network
architecture, we investigate the influence of the input image
size. We evaluate different image sizes, i.e., 64 x 64, 128 x 128
and 256 x 256 pixels, given that for lower values than 64 x 64,
the contact lens details are not visible, whereas for higher
values than 512 x 512, oversampling is performed and memory
issues arise. To obtain images with the proposed dimensions,
we resize them.

A very important aspect, that also affects the input image
size, is data augmentation. It is strongly recommended to
reduce overfitting. In Krizhevsky’s framework [29], given an
input image, it is possible to define a window size such that
five image patches are cropped out from the original image.
We define the border in pixels to be cropped out from the
image. For instance, for a 64 x 64 input image, we consider
the cropped image (a window) with 56 x 56 pixels at its center
and we also slide this central window of 4 pixels horizontally
and vertically to get cropped images from the four corners of
the original image. We also apply reflections on each of the
five images such that this procedure on each original image
ends up to 10 training images. Here, we propose to evaluate
crop border values of {2, 4, 6,8} for 64 x 64, {4,8,12,16} for
128 x 128, and {8, 16, 24, 32} for 256 x 256 image sizes. Note
that the crop border values respect a proportion regarding the
image size.

Database annotation: As previously mentioned in Sec-
tion III, the NDCL database (with images from the AD100 and
LG4000 sensors) come with annotations for the pupil and iris
locations, i.e., the x and y coordinates and the ratio, allowing
a perfect iris segmentation or, in our case, only a perfect iris
location, since we use squared region crops. For these datasets,
through these annotations, we consider to use the iris image
region plus a percentage of the background and define the
following value: 0% (without), 10%, 20%, 30%, and 40%, in
order to evaluate the importance of background addition.

Shttps://code.google.com/p/cuda-convnet/wiki/LayerParams
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Fig. 3. Spoofnet - initial network topology used here. Source: [10].

V. EXPERIMENTS AND RESULTS

In this section, we present the experiments performed in
this work. We start by evaluating the groups of parameters
established in the previous section to study their behavior
and to obtain a performing network topology for contact lens
detection called CLDnet (see Fig. 4). Then, we compare the
effectiveness of our proposed approach with state-of-the-art
results in different scenarios.

A. Parameter Evaluation

As established in Section IV-B, we have to first evaluate
parameters in order to analyze their influence in the effective-
ness of the proposed method and also design a robust network
topology. These experiments were conducted separately only
on NDCL database, namely AD100 and LG4000 sensors, since
the iris location is available.

As initial network topology, we consider the one used
in [10], i.e., Spoofnet. Its configurations are illustrated in Fig 3.
We also consider image size of 128 x 128 and crop border of
8 pixels (indeed, input images are 112 x 112 pixels) — values
used in Spoofnet. Furthermore, 10% of background addition
was selected, before cropping for generating the initial input
images. The 10% value was decided through visual inspection
on the images and verifying that this amount suffices to include
the contact lens borders in the cropped iris image.

The first evaluation is on the training methodology. We
verified that, for initial learning rate of 1073, the framework
caught/crashed in early iterations/epochs. This probably oc-
curred because the learning rate was too aggressive. Then, for
all remaining experiments, an initial learning rate of 10~* was
used. We start the initial number of epochs in 100, however,
we also tested 200, 300 and 400 epochs. When 400 epochs
were evaluated, we observed that the learning process was
overfitting in the validation batch of the training set, then we
decide to take 300 as the initial number of epochs, since the
learning process was still achieving generalization. Therefore,
this is defined as our evaluation protocol for the remaining
experiments.

Then, we evaluate the network architecture parameters.
We evaluate some configurations by varying the number of
layers and the number of filters in each layer. The results in
correct classification rate (CCR) are shown in Table II.



TABLE II
NETWORK ARCHITECTURE EVALUATION FOR AD100 AND LG4000
SENSORS ON NDCL DATABASE - VARYING THE NUMBER OF LAYERS AND
THE NUMBER OF FILTERS IN EACH LAYER.

Sensor N. Filters CCR N. Filters CCR
6 253 161616 73.67

£y 68.67 16-1632 76,00

64 70.00 16-16-64  77.00

1616 75.67 16:32-16  72.33

AD100 1632 75.00 16:32-32 76,33
16:64 7467 16-32-64  71.00

3232 76.00 32-32-16  75.00

364 76.00 323264 79.67

6 79.50 16:16-16 7759

EY) 77.34 16-1632 8334

64 80.84 16-16-64  81.17

16-16 8434 16:32-16  82.92

LGA4000 1632 8482 16:32-32  81.75
16:64 8417 16:32-64 76,92

3232 8559 303216 81.34

3-64  85.00 33264 8375

Note that the use of three convolution layers does not
increase significantly the method effectiveness and the network
using a single layer does not present promising results. The
best result for the AD100 sensor (79.67%) is obtained using
a three layers of convolutions, while only two layers yielded
the best result for LG4000 sensor (85.59%). For our CLDnet,
we kept the configuration of two layers using 32 and 64 filters
for the first and second layers, respectively, since the results
seemed more stable for both sensors of the NDCL database.
We also evaluate whether or not to use the normalization
operation, but the results demonstrated that the method ef-
fectiveness is insensitive to this operation in the contact lens
detection problem. Thus, this operation was removed from the
CLDnet.

Finally, we evaluate the input image size and database
annotations parameters simultaneously. The results of these
experiments are shown in Table III. By observing these results,
we can conclude that, in general, the results achieved by the
larger input image size, i.e., 256 x 256 pixels, correspond
to the worst CCRs for both sensors, AD100 and LG4000.
Additionally, on average, the results reported when using input
image dimensions of 64 x 64 and 128 x 128 pixels are slightly

CLDnet
64x64

layer 1 layer 2 layer 3 s
| . - o

pooling | size 3 pooling | size 3 f
m strid 2 stride | 2 N
a d its | 3
N i S = — — N e N
e convol | filter | 32 convol | filter | 64 a

ution size 5 ution size 5 x
Fig. 4. CLDnet - network for Contact Lens Detection proposed here.

similar. As the image size might be a constraint in some
applications, we prefer the smallest one for image input in
our CLDnet. Moreover, the best results presented in Table III
are obtained by networks with 64 x 64 pixel images as input,
4 pixels for crop border, and 10% of background addition,
such that the final designed CLDnet shown in Fig. 4. Despite
that fact, there is no strong claim to be stated for crop border
and background addition parameters. That is, the results vary
significantly when analyzing these two parameters.

B. Results

In this section, we compare the results obtained with our
method against the state-of-the-art (SOTA) results in [30].
Tables IV, V and VI present CCRs for no (N), textured
(T) and soft (S) contact lens classes and the overall (O)
CCR when analyzing intra, inter, and multi-sensor evaluations,
respectively. These results are analyzed as follows.

It is important to note that for the experiments run in the
sensors of the IIIT-D database, we use the same network,
CLDnet, however, we had to adjust the initial learning rate to
1073, because 10~* was not sufficient for effective learning.
All the remainder parameters and procedures were maintained
as the sensors of the NDCL database.

1) Intra-sensor evaluation: It is possible to observe that
the proposed method outperformed SOTA for AD100 &
LG4000 sensors in the NDCL database, in which iris loca-
tion is available, therefore, establishing new SOTA results.
A marginal improvement is observed for the AD100 sensor
images, however, for the LG4000 sensor, the CCR raises from
approximately 80% to 86%, an improvement of 30%. We can

TABLE III
NETWORK ARCHITECTURE EVALUATION FOR AD100 AND LG4000 SENSORS ON NDCL DATABASE - EVALUATING THE INPUT IMAGE SIZE, THE CROP
BORDER PARAMETER USED IN THE DATA AUGMENTATION, AND THE BACKGROUND ADDITION FROM THE DATABASE ANNOTATIONS.

Input image size & Crop borders

Sensor Background 64 x 64 128 x 128 256 x 256
) addition (%) 2 4 6 8 4 8 12 16 8 16 24 32

0 74.67 73.67 71.00 71.00 74.00 78.00 70.67  70.00 7033  70.67 7133  63.33
10 74.67 7833 74.00 73.33 7333  76.00 72.67 6533 7133 73.67 68.00 6233

AD100 20 7133  76.67 76.00 67.33 69.67 7533 7633  68.00 7133  71.00 73.00 68.33
30 69.00 70.00 72.67 75.00 68.33 7233 73.00 7533 67.33  70.00 72.00 67.00
40 66.33  69.67 72.67 69.67 7333 71.67 71.00 68.33 66.67 69.67 75.67 68.33
0 8250 81.92 8275 82.08 8425 83.83 84.17 82.08 7725 76.50  76.00  77.00
10 8325 86.00 84.25 8275 84.58 8458 8525 8292 7225 7558 7625 75.08

LG4000 20 81.25 82.83 84.08 80.58 8475 84.83 8558 84.33 72.17 7492 7583  73.58
30 82.00 81.92 8250 80.00 83.42 82.83 8433 84.42 71.08 7042 7450 71.33
40 80.25 8142 81.50 82.08 82.17 8292 8492 82.67 68.00 70.58 72.08 71.08




also see comparable results to SOTA for the Cogent & Vista
sensor images in the IIIT-D database. In this case, iris location
is not provided and the entire eye image was used as input to
our method. Nonetheless, our method achieves higher results
than the second best performing methods reported in [30].
The results on the IIIT-D database can be better understood,
when we consider that SOTA counts with an iris segmentation
algorithm.

TABLE IV
INTRA-SENSOR RESULTS FOR THE NDCL AND IIIT-D DATABASES.
Sensors
AD100 LG4000 Cogent Vista

Ours SOTA Ours SOTA Ours SOTA 2nd Ours SOTA 2nd
73.00 81.00 84.50 76.21 35.50 66.83 59.73 60.80 76.21 49.49
97.00 100.00 99.75 91.62 73.00 94.91 91.87 55.88 91.62 99.42
65.00 52.00 73.75 67.52 98.21 56.66 52.84 98.30 67.52 59.32
78.33 77.67 86.00 80.04 69.05 73.01 68.57 72.08 80.04 69.84
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2) Inter-sensor evaluation: Again, our method achieved
new SOTA results in this scenario for the NDCL database,
improving the CCR in 18% and 15%. In one sense, this
result highlights how robust deep representations can be when
learning features directly from the data. In contrast, disastrous
results for the IIIT-D database were achieved due to the
absence of iris location — a feature that comes with SOTA.

TABLE V
INTER-SENSOR RESULTS FOR THE NDCL AND IIIT-D DATABASES.
Sensors
Train  ADI100 LG4000 Cogent Vista
Test LG4000 AD100 Vista Cogent

Ours SOTA Ours SOTA Ours SOTA Ours SOTA
75.00 62.25 80.00 74.00 6.00 62.10 48.67 65.99
94.00 88.50 97.00 93.00 89.61 92.95 38.15 80.81
65.00 29.50 49.00 17.00 45.47 75.44 42.25 48.31
78.00 60.08 75.33 61.33 45.51 77.79 43.08 65.29

Olvn—1Z

3) Multi-sensor evaluation: Finally, we observe that the
CCRs obtained by our method outperforms the SOTA results
in almost 10% in the multi-sensor scenario for the NDCL
database and, even though the iris location is not provided (for
the IIIT database), a comparable performance is achieved.

TABLE VI
MULTI-SENSOR RESULTS FOR THE NDCL AND IIIT-D DATABASES.
Databases
NDCL T
Ours  SOTA Ours SOTA
N 7740 72.60 4755 62.14
T 99.60 97.00 61.07 94.74
S 7140 50.00 97.99 61.63
O 8280 7320 69.28  72.96

C. Architecture learning and processing times

In our experiments, we used six PCs with 32GB RAM, Intel
Core i7 CPUs, and NVIDIA GPUs (Tesla K40 with 12GB
or GTX GeForce Titan Black with 6GB). The framework
(CUDA-convnet) clearly relied on GPUs and the processing

time of the different GPUs was not significant. The training
time taken by the convolutional networks is highly dependent
on the input image size, number of layers, and other parame-
ters. For image sizes 256 x 256, 128 x 128, and 64 x 64, the
average training time was less than 172, 49, and 11 minutes,
respectively, for the LG4000 sensor — the one with the highest
number of training samples.

Although we did not measure the classification time of a
single sample, our approach is quite suitable for real-world
applications. Indeed, there is an optimized framework, Jetpacs
iOS Deep Belief image recognition framework [45], that
implements the convolutional network architecture described
in [29], which can classify a 256 x 256 image in one among
1k categories in less than 300ms on an iPhone 5S. That
architecture is significantly larger and more complex than
the ones that we propose here. Our architectures comprise
fewer operations and layers, and use lower resolution images,
64 x 64 pixels. Therefore, contact lens detection systems with
architectures developed by using [45] should be suitable for
real-world applications.

VI. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed the use of deep image represen-
tations, by means of learning weights in convolutional network
followed by a classification network, for the iris contact lens
detection problem. The conducted experiments validate our
method, which could achieve a 30% performance gain over
the state-of-the-art approach, SOTA, on the NDCL database
and comparable results on the IIIT-D database. In NDCL,
iris location is available, which allows to create deep image
representations of regions of interest with mostly iris pixels.
This becomes a problem in the IIIT-D database, where neither
iris segmentation nor location is available. SOTA performs
iris segmentation, but our approach is not prepared yet to
preprocess images and segment/locate the iris. We intend to
add this feature in future work and also to evaluate deep
learning techniques in which the architecture of the network
is first learned by using filters with random weights. Once
the architecture is learned, the weights can be improved by
backpropagation.

Effective comprehension and exploitation of representations
built through deep learning techniques, such as the convolu-
tional networks, are still open problems in the literature. We
also plan to put more effort on this subject to clarify such
points.
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